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Abstract

Economic globalization leads to complex decentralized company struciaitesy for the extensive use of distributed
IT-systems. The business processes of a company have to refieet¢hanges of infrastructure. In particular, due to
new electronic applications and the inclusion of a higher number of — padftgniigknown — persons, the business pro-
cesses are more vulnerable against malicious attacks than traditiocesges. Thus, a business should undergo a security
analysis. Here, the vulnerabilities of the business process are reedgtfie risks resulting from the vulnerabilities are
calculated, and suitable safeguards reducing the vulnerabilities aréeselemfortunately, a security analysis tends to be
complex and affords expensive security expert support. In dodexduce the expense and to enable domain experts with
in-depth insight in business processes but with limited knowledge abowtityeto develop secure business processes, we
developed the framework Mo$$ facilitating the handling of business process security requirements frinmstecifica-
tion to their realization. In particular, Mo$% provides graphical concepts to specify security requirements, itepes
of various mechanisms enforcing the security requirements, and atomil®f reference models and case studies enabling
the modification of the business processes. In this paper, the Me88mework is presented. Additionally, we introduce
a tool supporting the MoSgp-related security analysis of business processes and the incorpagiafeguards. This
tool is based on object-oriented process models and acts with graptersystems.

Keywords E-Commerce, Business Process, MagsSObject-Oriented Security Analysis, Graph Rewriting

1 INTRODUCTION

The evolution of the Internet from a net used predominanylydsearchers to an instrument used by nearly everybody
in industrial countries leads to the evolution of electooodmmerce applications. These applications vary fromness-
to-business applications to business-to-consumer anthadration-to-consumer applications. The growth of thenter

of e-commerce users, however, is weaker than expected. Quamant for this development is that many potential users
distrust e-commerce applications fearing personal dardagéo real or assumed lack of security.

Companies consider this fear by designing secure busimesegses. When a company adapts its business processes
to its IT-infrastructure in order to act with business partm(other companies or final consumers) electronicakyntbdi-
fication of the business processes have to fulfill certainmsyaequirements. In particular, one has to reflect a n@sbf
security aspects which are relevant to e-commerce-bagatbbto traditional business processes. For example thgeusa
of signatures is a well established and legally unambigueethod to subscribe traditional “paper and pen” contraihe
use of digital sighatures for signing contracts electralyds a new and not yet settled field in e-commerce. Morealgs
to either non-existing laws or laws containing impractsalutions, the legal consequences of electronic contigwaires
are not yet clear.
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A security analysis is a suitable method to address secasipgcts of a business process. The business process is
audited for vulnerabilities and threats which may causersgaisks. Based on this audit effective safeguards alexted,
designed, and configured. In detail, an audit comprisessilfigsterated series of phases concerning the followirmjasks

(cf. [4]):

Identification of the business processes, their elemantsthe related human principals,
valuation of the assets contained in the business pregessl definition of their security levels,
identification of security requirements resp. vulnditids and threats,

assessment of resulting risks,

planning, design, and evaluation of suitable countesmess.

arwDn e

Unfortunately, due to the complexity of real-life systenmsl dheir security requirements a security analysis tends to
be complex and laborious. It is suited to well-trained siégu@xperts but not to experts in business application domai
Thus, the engineering of secure business processes isegpi@sive since security experts have to be hired for tbls ta
In the last years, however, new approaches were developmth wdduce the expense and complexity of the analysis of
computer systems. They utilize abstract formal models®f&istems and of the security requirements (cf. [3, 11, 32, 36
The system model forms the basis for the introduction of lgmbsolutions which are described by model modifications.
Finally, the abstract solutions are refined to implememtabuntermeasures. In this paper we adapt formal-basedtgecu
analysis to the domain of business processes. In partisusdacombine the two approaches MagsSand Object-Oriented
Security Analysis in order to facilitate the automatedimedion of security requirements of business processes.

MoSS$p (Modelling Security Semantics oBusinessProcesses, cf. [22]) is an approach to support domain experts
which need not to be security experts. The security requergs) a business process has to fulfill in order to be secige, a
modelled based on graphical design concepts provided bfyahreework. Moreover, MoS&p introduces a procedure to
handle modifications of business processes accordingitstwirity requirements. Therefore various existing ezément
procedures for security requirement as well as soft- andvieie tools realizing the protection are collected andresfee
models and case studies guide the modifications.

The approackbject-Oriented Security Analyg4] reduces the efforts of an analysis further by using cbggiented
description techniques and graph rewriting to facilitheedesign of business process models and to enable automaded
refinement. The corresponding tool-support is similar tectboriented design tools which are well established afibld
of software engineering (e.g., [40, 49]). The approach wasessfully used for the security analysis of applicatioased
on the middleware platform CORBA [25] and for informationfl@analysis of component-structured software [23], too.

In this paper, we apply Object-Oriented Security Analysithe refinement of business processes in order to guarantee
security requirements. The corresponding tool supporuisedul complement to the Mo$$s framework. It supports the
application of the MoSgr methodology to modify business processes according toettpgined security requirements.
The diagrams representing the business process and it#geequirements, can be refined in a highly automated €ashi
by application of graph rewrite systems (e.g., [2]). A réagystem consists of a set of graph rewrite rules. Each sule i
a tuple of two graph patterns — a pre-pattern and a postrpatte an application condition, and an effect function. The
rule can be applied to a graph if the graph contains a subgvapih is an instance of its pre-pattern. Moreover, the dbjec
attributes in the subgraph have to fulfill the applicationdition. By application of the rule the subgraph is replabgdn
instance of the post-pattern. The attributes of the reph&ce objects are set according to the effect function.

The paper is structured as follows: First an overview ofteglaapproaches is given. Section 3 provides a survey of
security requirements and corresponding business pretarsgents. Thereafter we outline the architecture of the $40S
framework in section 4. The Object-Oriented Security Asayapproach and the corresponding tool support is intrediuc
in section 5, followed by an application example in section 6

2 RELATED WORK

The importance of business process’ security is acceptgdneral (cf. [29]). Many approaches adapt access contebl an
authorization methods used in database and operatiomsystmas to the domain of business processes and workflows
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(e.0.,[1,5,9, 27, 44, 48]). But the handling of securityuiegments of these areas need a more broaden view. For exampl
two companies may interact by performing a common businessps. The companies, however, may demand different,
perhaps contradicting, security requirements from thernombusiness process. A solution to this problem is provied
Pfitzmann [39]. The task management in business procesaddrisssed by Hung and Karlapalem [30] who use tokens for
describing the capabilities and security clearances ofdman computer agents performing tasks. A task is also peadvid
by tokens and an agent may perform only a task if its tokenscode with the tokens of the task.

A more comprehensive approach is SEMPER (Secure ElectMaiketplace for Europe, [35]) facilitating the con-
struction of an open and secure electronic marketplace. FEHRE main focus is the technical realization of activities
fulfilling certain security requirements. The requirenseate realized by means of security-related services whieh a
classified by a four-layer architecture. The project COP&{@ercial Protocols and Services, [42]) has a broader view
to security issues of electronic marketplaces than SEMREEhables the design of an infrastructure for marketplaces
supporting all phases of a market transaction (i.e., ggimformation, negotiation, completion). The securityviess
offered by SEMPER and COPS can be assigned to the layer 1 bfdB&g p architecture (cf. section 4) while the support
components to design and maintain activities based on thiees is part of layer 2.

A lot of work was done in the field of security analysis. Basiég delineates three generations of security analysis
methods [4]. The first generation are methods based on d¢bssckHere, a system is scrutinized for the availability of
safeguards by means of checklists. Examples are SAFE [88omputer Security Handbook [28], and AFIPS [7]. Tools
based on this method comprise [3, 8, 10, 19, 26, 45, 50].

The main drawback of the first generation is the informal ama-structured way of analysis which is hardly scalable
to more complex computer systems. This is addressed by thalleal mechanistic engineering method [4]. This method
focusses on identifying and solving detailed function egstequirements facilitating the reduction of a complexeys
analysis into easier manageable system requirement eafiams by the five steps listed in the introduction. This rodth
was introduced by Parker [38] and Fisher [17]. A well-knownltis CRAMM (e.g., [12]) provided by the UK Govern-
ment. Here, examiners scrutinize a computer system fos#sta by means of checklist-based interviews with the syste
owners. Based on the interview results, CRAMM developshirrguestionnaires to determine the threats on the assets
and to introduce suitable safeguards. Other tools basedeahanistic engineering are RISKPAC [13], BDSS [37], and
CBISA [186].

Unfortunately mechanistic engineering-based securigcks tend to be laborious and expensive. The third gener-
ation of so-called logical transformational systems idteto overcome this shortcoming by introducing abstractetsod
of systems and security requirements. The extension SSADiMeatool CRAMM [11] is an early solution of this idea.
Here, abstract specifications of a system, its problemseberity requirements, and possible technical optiondiggithe
reviewing process are developed in parallel to the CRAMMrviews. Another approach is Baskerville’s logical cohtro
design method [3] where relevant assets of a system andréfaghio them are modelled in a process like way and collected
in a dictionary. More recent approaches concentrate ongbmodeling of processes and requirements. For instance,
Kienzle and Wulf propose the use of hierarchical organizeeltwhich are called Methodically Organized Argument 3ree
(MOAT) as a method to assess security of computer systenjs lfgte, security requirements are defined in the form of
MOAT roots which can be refined or decomposed into subgoals. relternatives. Thereafter the leaves of the trees are
justified either by formal verification or by informal plabgity checks. A similar method is the harmonizer approath o
Leiwo and Zheng [36]. A major drawback of these approaché#sisthey root in abstract requirement descriptions. Thus
they support the development of secure systems but areylauihble to the analysis of existing systems. The Risk Data
Repository (RDR) approach of Kwok and Longley [34] centarsopporting security officers to maintain existing systems
The RDR consists of various domains describing relevamefts of a computer system, mappings between domains, and
countermeasure diagrams.

Like us, Thoben concentrates on using security analysididsiness systems. He developed an approach for the
security and risk analysis of workflow based systems [47]cdntrast to our approach, he is interested mainly on the
evaluation of attacks and risks which is performed by med@sfozzy logic. The approach is not considered suitable to
MoSSg p since it does not support the selection of countermeasgessst attacks. Moreover, it is considered too complex
to be used by a domain expert.
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3 BUSINESS PROCESS ELEMENTS AND SECURITY REQUIREMENTS

To provide a useful definition of the security requiremermtisd business process, one has first to distinguish the &riou
parts of the business process, the so-cabiesiness process elementsccording to [15, 46] one can tell apart four main
categories of business process elements:

e Agentgepresent people and machines performing activities,
e Rolesrepresent rights and obligations, which are assigned totage
o Artifactsare material which is worked with,

e Activitiesrepresent tasks.

In order to reach a better correlation between businesepsoelements and the security requirements to be fulfilled
by them we adjusted these categories. On the one hand, feakieeof simplicity we omitted the categagle since roles
are assigned to agents. Therefore we can represent thef meagent by the categopgentas well. On the other hand,
we refined categories in order to get more specific elemesstyhich relate directly to security requirements. The egfin
categories are listed below:

e Agents

— Executing agentAgent performing a certain task.
— Ordering agent Agent who instructs another agent to perform a task.
— Agent of record Agent who is instructed by another agent to perform a task.

o Artifacts

— Procedure Agents may act according procedures (algorithms) to eremttivities.

— End product After executing a business process (or parts of it, e.gvities), security requirements may relate
to the produced end products. These security requiremesysdiffer from security requirements of security
objects used in the executed activities.

— Informationis represented by data. This kind of artefact includes &tirmation which are not in the sub-
categorieprocedureor end product

— Material: This kind of artifact includes all material which is not and product

— Information flow: The information flow describes all information exchangedween agents as well as all
agents participating in the exchange process.

e Activities An activity describes tasks in their entirety. It includbe executing agents, the procedures used, and the
information/material which is used and produced (end pctydu

Security of computer-based systems mostly concerns caonifidiey, integrity, and availability aspects. Our appcba
however, is centered on domain experts who need not to beityeexperts as well. Therefore, a domain expert has
a possibly rudimentary perception of business procesgisgcequirements which, moreover, is based on the notice of
security in the traditional run of business processes. lismreason, it seems better to make a more detailed distimofi
security requirements for business processes. In [20] emtified the security requirements listed befowlere, we call
the objects, security requirements concern with (i.e.negeartifacts, and activitiesyecurity objectaind persons acting as
intruderssecurity subjects

1Generally, in business process models the information flowtispecified explicitly. However, it is relevant to realizeri@in security requirements.
2The list is subject to changes since a new business processath&yr new security requirements.
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e Common security requirements:

— Confidentiality
— Integrity
— Availability

e Protection of personality:

— Anonymity The true identity of a security object is hidden.

— PseudonymityHere, anonymity of a security object is realized in pritejput may be uncovered by authorized
subjects.

— Privacy. According to [29], privacy “is the right of individuals anakganizations to control the collection,
storage and dissemination of their information or inforimagbout themselves.”
¢ Bindings:
— Legal binding An information or a specific end product is legally bindif@ contains an agreement which can
be proven at court.

— Non-repudiation Two different views are possible: At first, it should not bespible for a specific agent to
deny doing activities in principle. At second, it should betpossible for agents to deny doing certain specific
activities.

— Mutual dependenciesSecurity objects are mutual depended if activities or proes of a security object lead
to activities or properties of a related object.
e Physical property:

— Authenticity A security object is authentic, if it is what it pretends ®. it may be a copy.
— Originality: A security object is original, if it is what it pretends to bed it is not a copy.

— Rights to useThe rights to use a specific security object specify, whiebge are allowed to use the object and
in which manner.

— Copyright The copyright of a security object is the right to reprodiice

¢ Hiding activities Three different views are possible: At first, an activityshibe invisible if it is carried out, delegated
to, or delegated by a certain agent. At second, an activitididen if it is executed by means of a certain procedure.
At third, the performing of an activity must not be visiblesdit

Of course, not every security requirement is relevant fohdmisiness process element (e.g., the requireaogytright
is not reasonable for aarctivity). The useful correlations between security requirememdsbaisiness process elements are
listed in table 1 (cf. also [20, 21]). Moreover, in some riglas we need further refinements of security requirements in
order to address specific characteristics of security stdb@ objects. For instance, with respecttmfidentialitywe have
to distinguish which characteristics of a security objexs ko be confidential against possible security subjectssiBle
characteristics of security objects are the content, stracand existence of a security object.

4 MOSSgp: A FRAMEWORK TO SUPPORT SECURITY OF BUSINESS
PROCESSES

Domain experts have in-depth knowledge of the specific gga@quirements of a traditionally running business pesce
Moreover, only a domain expert knows if the risks resultiranf the vulnerabilities of a business process are bearklae.
traditional business process is refined to a modern compassrd process, the domain expert demands that also thedrefin
process fulfills the security requirements of the origimad)(, a digital signature should be as legally binding aaditional
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material X X X - - - - - X X X X
executing agent X - X X X - - X X X - X X X
ordering agent X - - X X - - X X X - - - X
agent of record X - X X X - - X X X - X - X
activity X - - - - - - X X - - - - X

Table 1: Correlation between business process elementseandty requirements

“paper and pen”-signature). But as denoted in section 3eireral, domain experts are not computer security expedts an
their perception of the business process security regeinesrare often rudimentary. Therefore, with respect to dsegm

of secure computer-based business processes, a domaih repds help in the exact definition of security requirerment
suitable to a business process. For example, she/he maydethat a specific communication should be confidentials Thi
formulation, however, is ambiguous since it does not stigrly if the identity of the communicating agents, the eort

of the communication, or the mere existence of the commtinitahould be confidential. Furthermore, to support the
design of a secure business process, a domain expert shexfitdnp a security analysis of the business process in order
to guarantee that she/he considers all relevant secugyjreaments. Moreover, the analysis supports the domaiareigp
determine the risks for the business process and the selexftsuitable safeguards enforcing security requirements

The project MoSg p [20] was developed to support domain experts to developtaetmitions of security require-
ments as well as to modify business processes in order tdl fhHi security requirements. Mo$% uses the popular
Unified Modeling Language (UML, cf. [6]) to create businesegess specifications. Moreover, it contains repositories
of graphical concepts representing security requirenrefesant to business process elements as well as casesstmdie
reference models showing their application in order tdifaté business process modifications. Furthermore, poes to
create safeguards as well as software- or hardware buitdinis are collected in repositories in order to clarify tesign
of the countermeasures. The framework is organized in dntacture of four layers as depicted in figure 1 (cf. [22]):

Layer 4 This layer supports the development of an abstract UML-dbdmesiness process specification by means of a
repository of graphical concepts describing typical bestgprocess elements and security requirements. The UML-
diagrams are created by using these concepts.

Layer 3 To facilitate the modification of business processes, afgeference models and case studies is included describ-
ing sub-processes enforcing security requirements. Thegmacesses contain basic security elements and security
activities.Basic security elemengse abstract descriptions of security mechanisms whiclosaall information for
their realization (e.g., “verify digital signatuseg of alleged signatoryhite). An example of asecurity activityis
the activity “deliver a licence anonymously under considien of its originality”.

Layer 2 This layer contains procedures to realize the basic sgoeléiments and the security activities of layer 3 (e.g.,
a procedure checking if the digital signature can be deed/py means of the public key of the contract partner; a
procedure checking the originality of the contract pargnpublic key by contacting a trusted third party acting as a
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layer description of security representation modules and tools
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elements and security correctness
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hardware building blocks
on layer 1 should exist
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| security elements or requirements in
ayer ity activiti form of case
2 security activities studies C
‘ ) Repository of
security soft- and programing language, procedures
hardware building blocks description language realizing basic
layer for program security elements
1 modules, hardware, or security
senvice calls . activities by using
Repository of building blocks
soft- and
hardware
ae.g. crypto-libaries, security dongles, e-mail-system, adresses of bbtljlld:gg
security relevant service providers oc

Figure 1: MOSS p Architecture

certification authority). To describe these proceduresthan combination in an easy and comprehensible fashion,
we use the specification language ALMO$A I anguage foiModeling Secure Busines3ransactions, cf. [41])
which was developed in cooperation with the project COP$ [42

Layer 1 Soft- and hardware building blocks to realize the proceslafelayer 2 are collected in this layer. Examples,
here, are a hardware encryption and decryption chip respstiébdted application enabling communication with
certification authorities.

After creating a business process specification and defsiiitgble security requirements (layer 4), the domain exper
checks the repository of layer 3 for suitable reference rfsodeecase studies enforcing the security requirementsrefhe
after, layer 2 is checked for procedures realizing the bseiarity elements and security activities contained ingfierence
models or case studies. These procedures use the soft- aivdaha building blocks collected in layer 1. If no reference
models, case studies, basic security elements, sectiiititias, ALMOS$T-procedures, or suitable building blocks avail-
able to secure a particular business process, the domaéntexgages a security expert realizing the missing comysne

If the security expert cannot enforce a security requirapntbe domain expert has to decide between reducing theigecur
demands and denying execution of the business process.
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Figure 2: CC security classes

To support the modelling of business processes in UML, alicapsyntax editor seems to be necessary to enable
syntactical and semantical correct business processfispdons. This editor, moreover, should help to identiflevant
security requirements. Furthermore, the modification gsecf layer 3 should also be facilitated by a tool since due to
the large spectrum of different business processes one asmshfusing high number of different reference models se ca
studies. Here, a security analysis tool seems helpful siecables the highly automated modification of businesegsses
by integration of suitable basic security elements andritgcactivities as well as the realizing of this elements [asic
building blocks. Therefore we extended MggSby an adaption of the object-oriented security analysikitdimduced in
section 5 which can be used as a graphical syntax editor anlde€f@ecurity analysis of business processes.

5 OBJECT-ORIENTED SECURITY ANALYSIS OF BUSINESS PROCESSES

The security analysis of IT systems is standardized by IBO/in the so-called set dommon Criteria(CC, cf. [31])
providing a methodology for vulnerability detection, riaksessment, and countermeasure integration. The teagjnol
with respect to security issues in the CC is more technicah those used in MoS® to describe security purposes of
business processes. Therefore, in this section we giveraistrmduction to the CC and its terminology to support the
understanding of the approach for more technical orien¢eders. Moreover, the relationship between the CC and the
business oriented terminology of Mog5 is mentioned, too.

Figure 2 delineates the main security classes and assmdatéfined by the CC. The security relevant parts of a system
are assets for their owners which, unfortunately, are emtigtexposed to threats by intruders, called threat agerits
exploit the vulnerabilities of the assets for attacks. €fare, the assets underly security risks. In order to miménthese
risks, the asset owners impose countermeasures redueirgltierabilities of the assets. In our context the secobifgcts
(i.e., business process elements) correspond with thésaghée the security subjects describe the intruders letigcan
asset.

Our object-oriented approach [23, 24] facilitates the giesif CC-compliant business models by providing a library of
basic asset classes like networks, stations, applicatoidata as well as associations between the classes. \Mgnemre
specialized classes are inherited from the basic classaslér to support modelling of business processes. We dasign
classes specifying the activities, agents, roles, anthetsi (cf. section 3) participating in a business procestlizldg
the class libraries, our tool SEMBA based on the toolset AR@%) facilitates the modelling of business processes and
sub-processes in the form of UML object diagrams (cf. [6]).
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Security || Threat seriousness level
level 1[2[3]4]5]6]7
1 0({0|1(1]2|3|3

2 0[1|1(2[3|3|4

3 111/2|3(3|4|5

4 112|3|3(4|5|5

5 213|3|4|5|5|6

6 3/3|4|5|5|6|7

7 3|14|5|5|6|7|7

Table 2: Matrix for calculating risk values

Class attributes are used to describe the amount of protedti business process needs to fulfill a certain security
requirement. Each class contains attributes for all sgcreguirements relevant for the modelled business progessent
(cf. table 1). While there are various methods to describeatheunt of protection for an asset, our approach refers to
the seven security levels corresponding to the evaluagsarance levels defined in the CC. For instance, level 7 bhall
assigned to the legal binding property of a contract if a kirepof this contract without successful legal action letals
total collapse of the institution.

According to the CC, in the next analysis phase vulneradsliand threats on the assets are identified. Furthermore,
one has to estimate the seriousness of the vulnerabilitgesthe likelihood that they are in fact exploited to aktao asset).
This seriousness, of course, depends on the safeguardsoysedect the security requirement. For instance, a sstues
appeal against the repudiation of a contract is more likiellyd subscription was witnessed by a notary. The seriogsnes
is modelled by a class attribute (threat seriousness lex@bh, similarly to the security levels of the assets, magtam
seven values.

Vulnerability and threat identification, however, tend$g&laborious and complicated and therefore is not well duite
to domain experts with limited knowledge on security. Tlerm@and in order to be consistent with Mo$S we altered the
procedure in this place. Instead of adding vulnerabilitied threats, the domain expert may identify security respénts
and assign them to the business process elements. Thetgeequirements are also modelled as classes and instafices o
these classes are added to the business process modeloli¢dantsupport the analysis process by suggesting usefuisec
requirements itself. Here, for the first time in the secuaityalysis we apply a graph rewrite system which modifies thé. UM
object diagram by adding security requirement objects. graph rewrite system consists of graph rewrite rules (dj. [2
each consisting of a pre-pattern, a post-pattern, an atigiiccondition, and an effect function. The pre-pattemtams a
UML diagram describing a business process sub-system wuidie secure, requires a certain security requirement. The
post-pattern describes the sub-system extended by art objelelling the security requirement and edges linking & n
object with certain sub-system objects. Thus, by executiagule, the security requirement object is added to earttopa
the UML model corresponding to the pre-pattern. The apptinacondition may be used to restrict the execution of a rule
to certain object attribute settings while by the effectdtion attributes may be altered.

Thereafter a graph rewrite system is used for determiniagittks on the assets. For each pair of a business process
element and a security requirement a risk object is creaftithg the risk that the business process element may natdzk u
correctly due to a violation of the corresponding secumtyuirement. Moreover, the tool calculates the risk levattvis
modelled by a class attribute, too. The risk level dependhersecurity level of the asset and on the seriousness level o
the security requirement (cf. [14]). Currently, we applg thatrix in table 2 which, however, can be altered according to
the security policies of an enterprise. Finally, the donedpert has to assess the risks which is also supported byh gra
rewrite system. If all risks are bearable, the securityysigalcan be terminated now.

If the risks for the business process cannot be acceptedetheity analysis proceeds to the safeguard assignment
phase in order to enforce the security requirements andorisegjuence, to reduce the risks. The countermeasures are
defined in another class library and a graph rewrite systamas to introduce them to the UML diagram. Attributes of a
countermeasure object describe a protection level andstheated costs of imposing the countermeasure. In a figst $te

3The risk level 0 states that no risk is assumed and the riskcbisjeemoved.
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Figure 3: Contract Subscription Ceremony

tool suggests for each pair of a business process elemeiat asklobject all countermeasures with a sufficient protecti
level (i.e., the protection level must be equal or highenttiee risk level). Thereafter the tool compares the costbef t
countermeasures and selects one with a good relation heteses and level of protection.

Since countermeasures may contain vulnerabilities thesehe analysis iterates the vulnerability and threanid
tification phase as well as the risk evaluation phase. If #velyicalculated risks can be accepted as bearable, thesialy
terminates. Otherwise, new countermeasures are suggesiddrther iterations take place. After terminating theusigy
analysis the domain expert may modify a real business psdzzsed on the resulting UML model.

6 EXAMPLE

As an example for the SEMBA-based security analysis we usaebusiness process describing a contract subscription
ceremony. In the first analysis step the domain expert geatdML object diagram modelling the business process as
depicted in figure 8 SEMBA supports the design process by a library of procesa@ht classes and edges to link the class
instances. In our example, we use three activity objectanmtisted from the class@socess startsigning of contractand
process endThe objects are linked by three solid arrows describing tirder. Moreover, we have two objects representing
the agents which participate in the ceremony. The oljdeite of classauthorized negotiating representatiaeodels the
subscriber acting for the enterprise executing the busipescess, while the unnamed object of clagtside negotiating
party represents the partner enterprise. The objects are linkbdhe activity Contract subscriptiorby dotted arrows of
classsubscriber Since the business process deals with the conBdotbe signed in both its draft and its valid state, we
use two artifact objects representing the contract in edtee. The dotted arrows of tygeabscribe contraatlepict thatC

is getting valid by means of the activiontract subscription

“Besides objects modelling the business process, this filsgeantains a security requirement object (icon with thaied symbol) which, however,
is added later to the diagram.
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In the second step of the security analysis, the domain ekperto evaluate the importance of a correct subscription
ceremony for the enterprise with respect to various secteguirements. Let us assume that with respect to legalrignd
the contract is of average importance for the company. Therehe domain expert associates the security requirement
legal bindingto the objecC and allocates the intermediate security level 4 to thebattgiegal binding security levedf the
objectC in the valid state.

Thereafter, the graph rewriting capability of SEMBA is uded the first time in order to add additional relevant
security requirements. In this example, for each contrafad two security requirement objects of typenfidentiality
are generated describing that the existence resp. themtaftide contract may be confidential. Furthermore, theremit
objects are linked with an security requirement objatagrity each, stating that the contract integrity must not be sgoile
by changing its content. The two agent objects may sign the&ct anonymously or pseudonymously. Therefore, sgcurit
requirements of typanonymityand pseudonymityre created and linked to the agent objects. Finally, thgigcbbject
Contract subscriptioris supplemented by a security requirement object of thesdasfidentialitydescribing that the
subscription act may be confidential.

Now the domain expert may decide which security requiremarg necessary. Here, we assume that she/he selects
only the security requiremetedgal bindingwhich guarantees also the requirement content integritys Tthe other security
requirement objects are removed and the diagram has tleedstaicted in figure 3. Here, the security requirement olgject
typelegal bindingis modelled by the balance icon. In the next step the seremssof the security requirement is calculated
from SEMBA. Since we do not have any mechanisms protectiadtisiness process, the danger of successful disputes is
high and seriousness level 7 is selected.

Thereafter, SEMBA creates an object describing the riskttielegal binding of contradT is successfully violated.
According to table 2 the risk level is set to the value 5. Thdim expert decides that the risk is too high to be accepted.

Thus, one has to modify the business process adding safegmaorder to guarantee legal binding of the subscribed
contract. Legal binding of a contract requires the proohefagreement codified in the information at court. The measur
ments used to realize this provableness, however, depentthe degal environment the contract partners are actingva.
assume that the legal environment is Germany which is statatie attributdegal environmenbf objectC in the valid
state. Moreover, the kind of signature has to be fixed byrggttie attributéind of signaturen the activity objecContract
subscription Here, the signature is performed electronically.

In Germany, the provableness of electronic agreementdiisediby the law “Signaturgesetz” [18]. It tells apart three
kinds of digital signatures:
Electronic Signature is electronic data which is added to other electronic datelates to them and is used for authenti-

cation purposes.

Advanced Electronic Signature is a digital signature according to electronic signatuttas the following requirements:

The digital signature is assigned solely to the owner of itpeature key.

Itis possible to identify the owner of the signature key.

The digital signature is created only with instruments Whace controlled exclusively by the key owner.

The digital signature is linked with the corresponding data way that ex post modifications of the data will
be recognized.

Qualified Electronic Signature is a digital signature according to advanced electroninaigres plus the following re-
quirements:

e The digital signature was created using a qualified centédiadnich was valid at siganture’s creation time.
e The digital signature was created using a secure device.

A qualified electronic signature has the highest secunitglland its probative force at court is the same as with attcamil
signature.
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Figure 4: Augmented Subscription Ceremony

The MoSSs p framework contains at its layer 3 (cf. figure 1) a referencelehdescribing subscriptions with qualified
electronic signatures. The business process model is mddificording to this model by a graph rewrite system leading t
the UML diagram depicted in figure 4. The main difference ®ahiginal business process is the application of a qualified
certificat€® which is modelled by an unnamed object of classlified certificate The validity of a qualified electronic
signature of the outside negotiating party may be provedguttiis certificate. To use digital signatures, moreoves, th
activities of the business process have to be modified. At firshe activityUndersignthe agent represented by the object
White signs the contracf” with its secret keymoving C from the draft state to the signed state. Thereafter thesdign
contractC' is sent to the negotiation party (activiBend. After receivingC from the outside negotiation party, thaalified
certificateof this party is proved for being valid (activityroof validity of outside negotiation party’s certificatdf this
proof fails, an exception handling takes place (actiigception handlingCerf). If it succeeds, the digital signature of the
outside negotiation party is proved by means of the publcikehe certificate (activityProof digital signature of outside
negotiation party. If this proof fails, an exception handling takes place a# activity Exception handlingSig). Otherwise
the contract is accepted (activiyccep) and contract” is getting valid.

Since the risk for the modified business process might €itbe high, the domain expert repeats the security require-
ment evaluation. The application of qualified electrongnsitures reduces the danger of successful disputes and SEMB
sets the seriousness level for the contract to le¥eAtcording to table 2 level 1 is calculated for the risk ofdeginding
violations. The domain expert accepts this very low riske@arble and terminates the security analysis, here.

SQualified certificates are only issued to natural personstla@dssuing certification authority complies with certaimperties in order to achieve
trustworthiness.
6By electronic signatures or advanced electronic signatilme seriousness is set to a higher level.
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7 CONCLUSION

In this paper, we introduced the Mog g framework supporting domain experts to define securityirequents for business
processes and to modify business processes in order tage@the requirements. The modelling of business processes
identification of suitable security requirements, and thieoduction of safeguards enforcing the requirementswgpated
by the object-oriented modelling tool SEMBA.

Currently, SEMBA models only functional aspects of bustq@®cesses. A complete description of a business process,
however, considers also at least two other perspectiveg4@J): at first, theinformational perspectiveepresents the
information entities, their structure, and relationsHig$ween them. At second, tleeganizational perspectivdepicts in
which place of an enterprise and by which agents activitieparformed. For the selection of modifications in layer 3 of
the MoS$; p-architecture one has often to consider these perspectdesll. For instance, the modification in section 6
can only take place if certificates to prove digital signesuare available. The existence of the certificates, howesear
only be detected by considering the informational perspectherefore we plan to extend SEMBA in order to suppon als
UML diagrams modelling informational and organizationshacts. Moreover, the graph rewrite rules shall be exteirded
order to modify different diagrams simultaneously.
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