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Currently, the requirement is that Galileo shall provide three levels of service:

1. Open Access Service (OAS). A service to the mass market. The satel-

lite position messages are freely available, with better than 10 meters

95 % accuracy. Universal access to a basic signal for mass-market ap-

plications.

2. Controlled Access Service 1 (CAS1). A certifiable service. A certified

satellite navigation message service with commercial added value com-

pared to level 1. Guaranteed availability and accuracy with liability

cover in case of system failure.

3. Controlled Access Service 2 (CAS2). Safety of life and security-related

services. A certified satellite navigation message service with added

value to aviation, transport and community-critical and safety-of-life

operations such as police, fire-, search- and rescue brigades etc.

Service level two and three must only be available in return for payment,

hence some sort of cryptographic techniques must be applied to limit the

signal access only to eligible parties. Several commercial models for service

access payment can be envisioned, the subscription model being probably

the most immediate and relevant.
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This study started out by looking into the GPS architecture and technical

solutions. The GPS background is relevant because it is the most advanced

extant navigation system, and Galileo is being positioned as a future alterna-

tive to GPS. The Precise Positioning Service is most relevant in our context.

The access control of GPS PPS The Precise Positioning Service (PPS)

of GPS is access controlled by the US military, and access is conditioned on

DoD-authorization. The access mechanism is by symmetric encryption of

the spread spectrum code, denoted the � -code, the encrypted result denoted

the � code. Each satellite transmitter uses a unique � -code. The access

is conditioned on the availability of a correct decryption key in the receiver

terminal.

Highly likely, the cryptomechanism is a streamcipher constructed by com-

ponents of linear feedback shiftregisters combined in a non-linear manner, the
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The fourth protection level is the navigation data itself. Navigation data
is protected by an access right key. Navigation data � is broadcasted as
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(�), hence can be accessed if and only if an access right is held, repre-
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CHAPTER 5. CONCLUSIONS (2
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